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Many organizations have begun to mitigate risks from generative 
AI by enhancing privacy solutions and monitoring AI models. 
To mitigate the cybersecurity risks in new AI solutions, you 
should review and update your existing cybersecurity program. 
Programs must include appropriate security measures and 
technologies to safeguard data and systems from inadvertent 
mistakes and malicious attempts. 

Consider the following aspects when building security and 
privacy practices in the age of AI:

Policies and procedures

Review and amend existing policies and procedures to define 
the necessary AI-specific security requirements, designate roles 
to oversee the AI operations and ensure implementation of the 
security guidelines.

Threat modeling

Conduct threat modeling exercises to help identify potential 
security threats to AI systems and assess their impact. Some 
common threats to models include data breaches, unauthorized 
access to systems and data, adversarial attacks, and AI model 
bias. When you model threats and impacts, you can identify a 
structured approach with proactive measures to mitigate risks.

Consider the following activities as part of your threat modeling:

1. �Criticality 
Document the business functions and objectives of each 
AI-driven solution, and how they relate to the criticality of 
your organization’s operations. This helps you to establish 
a baseline for criticality, making controls commensurate 
with the criticality of the AI application and determining the 
thoroughness of the threat model.

2. �Connections 
Identify the AI platforms, solutions, components, technologies 
and hardware, including the data inputs, processing 
algorithms, and output results. This will assist in identifying 
the logic, critical processing paths and core execution flow of 
the AI that will feed into the threat model and help edify the 
organization on the AI application.

3. �Boundaries 
Define system boundaries by creating a high-level 
architecture diagram, including components like data storage, 
processing, user access and communication channels. This 
will help you understand the AI application’s data and activity 
footprint, threat actors and dependencies. 

4. �Data characteristics 
Define the flows, classifications and sensitivity for the data 
that the AI technology will use and output. This will help 
determine the controls and restrictions that will apply to data 
flows, as you might need to pseudonymize, anonymize or 
prohibit certain types of data.

5.� �Threats 
Identify potential threats for your business and 
technologies, like data breaches, adversarial attacks and 
model manipulation.

6. �Impacts 
Assess the potential impacts of identified threats, and 
assign a risk level based on vulnerability, exploitability and 
potential damage.

7. �Mitigation 
Develop and implement mitigation strategies and 
countermeasures to combat the identified threats, including 
technical measures like encryption, access controls or 
robustness testing, along with non-technical measures like 
employee training, policies or third-party audits.

8. �Adaptation 
Review and update the threat model on an ongoing basis as 
new threats emerge or as the system evolves. 

Data governance

Use effective data governance to help ensure that data is 
properly classified, protected and managed throughout its life 
cycle. Governance can include:

1. �Roles and responsibilities  
Establish policies with roles and responsibilities for data 
governing, along with requirements for documenting data 
provenance, handling, maintenance and disposal. 



2. �Data quality assessments  
Regular data quality assessments help identify and 
remove potentially malicious data from training datasets in 
a timely manner.

3. �Data validation  
Data validation techniques like hashing can help ensure that 
training data is valid and consistent. 

4. �Identity and access management  
Identity and access management policies can help define 
who has access to training data, with access controls to help 
prevent unauthorized modifications. 

5. �Acceptable data use  
Acceptable data use policies can outline what data can be 
used and how it can be used. Each data classification (like 
public, internal, confidential, or PII) should include its uses and 
restrictions pertaining to AI technologies. Policies should also 
include procedures for users to follow if they find a restricted 
data type in an AI solution or training set.

Implement secure data management and governance practices 
to help prevent model poisoning attacks, protect data security, 
maintain data hygiene and ensure accurate outputs.

 
Access control

To control access to your AI infrastructure, including your 
data and models, establish identity and access management 
policies with technical controls like authentication and 
authorization mechanisms. 

To define the policies and controls you need, consider:

1. �Who should have access to what AI systems, data 
or functionality?

2. How and when should access be re-evaluated, and by whom?

3. What type of logging, reporting and alerts should be in place?

4. �If we use AI with access to real data that may contain PII or 
other sensitive information, what access controls do we need, 
especially as related to the data annotation process?

Reassess and update policies and technical controls periodically, 
to align with the evolving AI landscape and emerging threat 
types, ensuring that your security posture remains robust and 
adaptable. 

 
Encryption and steganography

Encryption is a technique that can help protect the 
confidentiality and integrity of AI training data, source code and 
models. You might need to encrypt input data or training data, 
in-transit and at-rest, depending on the source. Encryption and 
version control can also help mitigate the risk of unauthorized 
changes to AI source code. Source code encryption is especially 
important when AI solutions can make decisions with potentially 
significant impacts.

To protect and track AI models or training data, you can use 
steganographic techniques like: 

•	 Watermarking that inserts a digital signature into a file, or 
the output of an AI solution, to identify when a proprietary AI is 
being used to generate an output.  

•	 Radioactive data that makes a slight modification to a file, 
or training data, to identify when an organization is using 
the training data. For instance, radioactive data can help 
you protect your public data against unauthorized use in the 
training of AI models.
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End-point security, or user and entity 
behavior analytics

End points (like laptops, workstations and mobile devices) act 
as primary gateways for accessing and interacting with AI 
systems. Historically, they have been a principal attack vector 
for malicious actors seeking to exploit vulnerabilities. With AI-
augmented attacks on the horizon, end-point devices warrant 
special consideration as part of the potential attack surface.

User entity and behavior analytics (UEBA) enabled end-point 
security solutions can help detect early signs of AI misuse and 
abuse by malicious actors. UEBA is known for its capability to 
detect suspicious activity by using an observed baseline of 
behavior, rather than a set of predefined patterns or rules. As 
a result, it offers a more effective solution than rule-based or 
supervised-learning security tools. UEBA employs advanced 
techniques like unsupervised machine learning and deep 
learning to detect new patterns and abnormal behaviors, 
providing a more dynamic and adaptive approach to identifying 
potential security threats. 

Vulnerability management

AI systems can be vulnerable at many levels, like the 
infrastructure running the AI, the components used to build the AI 
or the coded logic of the AI itself. These vulnerabilities can pose 
significant risks to the security, privacy and integrity of the AI 
systems, and you need to address them through appropriate 
measures like robust security protocols, testing and validation 
procedures, and ongoing monitoring and maintenance.

You should regularly apply software updates and patching 
to keep all software and firmware components of the AI 
infrastructure up to date. You should conduct regular 
assessments of AI infrastructure components, including 
hardware, software and data, to identify and remediate 
vulnerabilities in a timely manner.

Conduct periodic penetration tests on the AI solutions and 
functionality. This ensures that patches on infrastructure are 
working as intended, access controls are operating effectively 
and there is no exploitable logic within the AI itself.

Security awareness

With the advent of any new technology, you need to ensure 
that executives, developers, system engineers, users and others 
understand the appropriate uses and the risks. 

Board members and executives need to know:

•	 Privacy and data protection regulations that are applicable to 
their use

•	 Ethical implications of AI technologies (like potential biases, 
discriminatory and unintended consequences)

•	 Legal and regulatory compliance requirements affected by 
use of AI, like intellectual property, liability and accountability 

Users need to know:

•	 How they can and cannot use AI

•	 What data is permitted to be used with AI

•	 Which knowledge base that AI is using, and procedures for 
reporting incidents 

System engineers need to know:

•	 Guidelines for designing, building and integrating AI systems 
in a secure and compliant way

•	 Processes, tollgates, security reviews and approvals required 
for AI solutions

•	 Resources and knowledge bases available for AI solutions 

Developers need to know:

•	 Security coding standards to which they must adhere

•	 Approved repositories and libraries

•	 Processes, tollgates, security reviews and approvals required 
for AI solutions

•	 Resources and knowledge bases available for AI solutions

Every role needs security training that includes specific 
responsibilities along with these core topics:

•	 Your security responsibilities

•	 The processes you are required to follow

•	 Resources you can use to learn more, or whom you 
can contact

To improve resilience against threats and safeguard sensitive 
data, you need to foster a culture of security awareness. You 
also need to regularly update security training materials to 
keep pace with the rapidly evolving threat landscape and 
emerging techniques.



Immediate 
actions for 
security teams
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Your security team needs to select and design the right 
mitigation strategies to define a clear roadmap, with prioritized 
milestones and timelines for execution. 

The first stop on this journey should be to define rules of the road. 
For instance, that can include rules that guide the secure and 
responsible use of GenAI — review and augment existing policies 
related to acceptable use, business email and data sharing with 
third parties. 

To take the next steps on your roadmap, consider some 
important security questions:

•	 �Do we have the right policies, standards and procedures 
in place to tackle AI-related security and privacy risks? 
Acceptable use policies typically address how users should 
use computing resources like networks, systems and software. 
These policies are meant to ensure that people use these 
resources in a responsible, ethical and legal manner. Explicitly 
include GenAI or other AI technologies in these policies, 
alongside existing use provisions for websites, social media, 
email and communications, to emphasize the potential 
risks involved.  
 
Revisit your third-party data sharing policy, which typically 
outlines the types of data that can be shared, the parties that 
can receive the data, the purposes for which the data can 
be used, and the methods to ensure security and privacy of 
the data. These policies should include either the prohibition 
or limitation on the types of data that may be used during 
conversations and interactions with AI-driven solutions. 
 
Finally, conduct security training and awareness campaigns 
to address the risks associated with the use of GenAI and other 
AI technologies, including appropriate uses, how to identify 
and respond to potential security and data breaches, and 
whom to contact in the event of an incident.

•	 �Do we need new policies, standards and procedures 
to cover any gaps in the existing practices or 
emerging domains? 
When creating new security policies addressing AI usage 
in the workplace, it’s important to consider several factors. 
Consider the following to help ensure the security and privacy 
of employees, customers and others whose confidential 
information you might hold:

	– Who can use AI solutions, for what purpose and under 
what circumstances? 
Some organizations might have strict URL filtering protocols 
to block access to GenAI and other AI solution portals, along 
with social media sites. However, most organizations rely 
on less draconian “acceptable use” policies that provide 
guidelines about how and when to use these tools to make 
work more efficient. Similarly, some organizations may only 
allow access for specific people or even specific endpoints. 
Web browsing from corporate servers has always been 
frowned upon, and in many circumstances disabled, 
but access to the internet and appropriate websites has 
generally been allowed for employees and management 
without many restrictions. 
 
Consider providing explicit guidance for IT personnel, 
engineers and developers on using or integrating AI tools 
into existing applications or software, to help ensure 
adherence to the appropriate data sharing policies 
and standards.
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	– Do we have a well-defined, documented and socialized 
data classification policy? 
You should have a documented data classification policy 
and use data loss prevention tools to enforce the policy. The 
use of data in AI technology, or for the purposes of training 
technology, should be included in these policies. You 
should explicitly train and remind users to not use any PII, 
proprietary information, patent information, source code or 
financial information in interactions with external 
AI systems.

	– How do data privacy, data retention and terms of 
service affect the adoption and use of GenAI? 
Evaluate when and how to let people use external GenAI 
technology in your enterprise, in accordance with your 
enterprise policies, culture and values.  
 
Consider how the GenAI creators approach and 
communicate their commitment to privacy, their data 
retention policies, and clauses included in the terms of 
service (ToS). The GenAI data collection, processing and 
sharing practices should be clearly outlined and published 
so that you can answer:

•	 Is input data pseudonymized, anonymized or encrypted?

•	 Does the GenAI provider comply with published privacy-
related policies and regulations?

•	 Does the GenAI provider mention their data retention and 
destruction processes?

•	 Does the GenAI provider publish and release any 
third-party audit reports, certifications or attestations 
demonstrating their commitment to security?

•	 In the ToS, are there clauses that may identify any 
potential legal, regulatory or compliance risks and do 
they include limitations on data usage, sharing and 
intellectual property rights?

	– How do you properly integrate AI into existing or newly 
developed applications or software?  
The development or integration of AI should start with 
a threat modeling exercise. Any significant changes to 
existing software should merit a risk assessment. In this way, 
you can document the risks associated with the software, 
calculate impact and implement commensurate controls to 
reduce the risks to acceptable levels.

	– Whom do employees contact and report when 
AI results are questionable or expose 
undesirable information? 
Establish a clear accountability for the AI policies, 
processes, technology and implementation at all levels 
of leadership. Help ensure that employees are aware of 
the process for reporting erroneous outputs, or suspicious 
activity, to appropriate individuals for follow up 
and resolution.

	– What are the opt-out policies for AI, and how do 
people use them? 
Opt-out policies give users, customers or employees a set 
of choices and mechanisms to decline or withdraw their 
consent for solutions to collect, process or share their 
data. In the EU, the GDPR emphasizes an opt-in approach 
where businesses must obtain explicit, informed and freely 
given consent from users. The GDPR also recognizes the 
“right to object,” which lets individuals opt out of certain 
data processing activities. The U.S. does not have a unified 
federal privacy regulation, which means that opt-out 
policies are sector-specific or state-specific (as with the 
California Consumer Privacy Act).  
 
As you plan software integration and data storage, 
consider the potential need to implement opt-in or opt-out 
policies in the future. If users ask to review, modify or delete 
their data in the future, you need to ensure that you can 
find and manage all relevant data — and that you can 
show regulators you have that capability.

See Appendix A for a sample of a GenAI-specific security policy. 
The policy considers many of the above points, to help stay 
ahead of AI adoption by employees and potential integrations 
into existing tools and applications.



Start with 
understanding



The rapid growth and adoption of AI technologies have brought 
about significant advancements and improvements in various 
industries, streamlining processes and enhancing productivity. 
However, alongside these benefits come concerns related to 
privacy, security, misuse and ethical considerations. 

As AI continues to reshape our world, it is imperative for 
businesses, governments, regulatory agencies and individuals 
to collaborate on developing responsible AI practices and 
regulations that address these concerns. We need to focus on 
transparency, fairness and ethical use, while mitigating potential 
risks, to harness the power that AI can have to create a more 
efficient, innovative and inclusive future. 
 

https://www.grantthornton.com/insights/articles/technology/2023/ai-has-risks-along-the-path-to-trust
https://www.grantthornton.com/insights/articles/technology/2023/ai-has-risks-along-the-path-to-trust
https://www.grantthornton.com/insights/articles/technology/2023/ai-has-risks-along-the-path-to-trust
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Purpose

The purpose of this policy is to establish a commitment to 
the responsible use of Generative AI (GenAI), which includes 
various technologies and large language models (LLMs). 
Our organization acknowledges the potential risks and 
benefits associated with GenAI, and aims to ensure that any 
implementation of GenAI aligns with the organization’s risk 
posture and risk appetite while also remaining consistent with the 
organization’s values and mission.

Acceptable use policy

Employees may not disclose the organization’s confidential, 
restricted, internal or proprietary information when interacting 
with GenAI technology, directly or through a third-party 
application. The following guidelines should be followed when 
using GenAI systems. Employees should be trained on specific 
policies and the use of the GenAI system.

Acceptable use of GenAI:

1. �Employee use of GenAI should be directly related to their job 
duties and responsibilities.

2. �GenAI should be used for legal and ethical purposes and not 
violate any applicable laws, regulations or policies.

3. �Any data used with GenAI must be owned or authorized for 
use by the employee and must not infringe on any intellectual 
property rights.

4. �Employees should ensure the accuracy and integrity of any 
result generated by GenAI before utilizing them in their internal 
or external communications or any organization 
intellectual property.

Unacceptable use of GenAI:

1. �Using GenAI for any illegal or unethical purposes, including but 
not limited to discrimination, harassment or fraud

2. Using GenAI to generate false or misleading information

3. Using GenAI to access unauthorized data or systems

4. �Using GenAI to create content that infringes on intellectual 
property rights

5. �Using GenAI in connection with taking any internal or external 
training or examination

GenAI use and implementation guidelines:

1. �Identify and document systems, infrastructure, technology and 
processes using or accessing GenAI technologies.

2. �Conduct periodic risk assessments to identify and rectify 
potential risks related to the use of GenAI technologies.

3. �Evaluate the potential effect of GenAI on all stakeholders, 
including customers, employees and partners.

4. �Implement security controls to mitigate risks associated 
with GenAI, including but not limited to third-party access, 
authorized access, data protection and incident response.

5. �Organize educational programs to inform employees and 
other users about GenAI technology, its risks, and practices 
for engagement, including reminders that GenAI-generated 
responses are not from humans and that their input may be 
reused by the system in the future.

6. �Establish clear channels for employees to report policy 
violations or questionable results from GenAI technology.

7. �Evaluate GenAI technology, infrastructure and business 
processes when embedding or integrating GenAI into software 
or applications:

	– Map the potential attack surface by identifying 
vulnerabilities in GenAI input and develop 
mitigating controls

	– Implement measures to protect sensitive information, 
prevent unauthorized access and ensure 
business continuity

	– Implement logging and archiving capability to record all 
GenAI usage in accordance with legal and regulatory 
requirements and document any limitations in 
data collection
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	– Log and track actions taken by GenAI and users, flagging 
anomalies for further analysis

	– Conduct explainability research to understand and 
interpret the decision-making process to increase user 
confidence and adoption

	– Implement security measures and access controls to 
protect data and systems accessed by GenAI applications

	– Grant GenAI applications and integrations only the 
necessary access, data and permissions to complete 
their tasks

Did you find this content useful?
Click on an icon to provide your feedback

	– Restrict GenAI access to data relevant to the task at hand, 
ensuring that it does not have access to unrelated or 
sensitive information

	– Assume that GenAI may be compromised through prompt 
injection and plan mitigating controls

	– Assess risks to intellectual property, terms and conditions, 
opt-out mechanisms, data retention policies, end user 
licenses and click through agreements

	– Ensure that GenAI-generated output is accurate, reliable 
and free from false or fabricated answers or citations

https://go.grantthornton.com/nps.html?asset=Cybersecurity Risk in AI Adoption&campid=CMP-08789-K3X5J&score=10
https://go.grantthornton.com/nps.html?asset=Cybersecurity Risk in AI Adoption&campid=CMP-08789-K3X5J&score=1
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